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What is Shibboleth

« Federated Authentication &

Authorization

« [m

* Bui

~hasis on Protection of Privacg

ds on ecluPcrson, SAML, and PKJ to

Provicle secure exchange of

| nteroperable attributes



eduPerson

& Internet2/Educause initiative

S Lo ol?'ect class to describe

individuals in higher education

* AgFCCCl UPOﬂ schema ancl ValUCS EIHOW

for inter-realm authorization decisions



SAML

2 Securitg Assertion Markup Language

* A way to rePresent authentication and
attributes in XML

> lntcgritg and trust ensured ]39
crgptograplﬁicaug 5igning the XML

assertion



e AR

« Authentication / Attribute store

agnostic
o Platform and web server agnostic
o Utilize existing open standards

« Provide mechanism to Protcc’t Privacy



lclentitg Provider

* Tiesin with existing authn/authz systems
® Generates SAML assertions

* A”ows ﬁne grained contro| over attribute

FClCBSC



Service Provider

¢ Runs as a WC[) scrver moclule & claemon

o Receives SAML assertions from lczleﬂtitg

Provider

« Provides web application with user

attributes in the form of environment

variables
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Authorization
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Federations

« Associations of enterprises that agree to
share information about users and

resources

& Provides consistencg in inter-realm

oolicg, attributes, and trust.

o Attribute release Policies can be
delegatecl to the federation



D gital Repositories

* EBSCO - Procluction
* Jstor - testing

* OCLC - testing/ Pilo‘c
* Proquest - l:)ilot



EZ.Proxg Plans

+ Webaccess enable E‘XProzg (summer
)
« Webaccess enable PSU’s lclentitg

Provider (summer ‘05)

» This will allow for a seamless, single sign

on CXPCFiCﬂCC to 8” |ibrar9 FESOUrces



Obligatorg Final Slide

2 Thank you
* Questions? Discussion?

* merO@psu.eclu




